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Multiple vulnerabilities were reported in Microsoft Graphics Component. A remote user can cause arbitrary code to be executed on the target user's
system. A remote authenticated user can gain elevated privileges. A remote user can bypass security features on the target system.

‘A remote user can create a specially crafted OpenType font file that, when loaded by the target user, will execute arbitrary code on the target system
[CVE-2015-2432, CVE-2015-2458, CVE-2015-2459, CVE-2015-2460, CVE-2015-2461, CVE-2015-2462].

Microsoft Graphics Component Bugs
Let Remote Users Execute Arbitrary
Code and Remote Authenticated Users
Bypass Security Features and Gain
Elevated Privileges

Atemote user can create a specially crafted TrueType font file that, when loaded by the target user, will execute arbitrary code on the target system
[CVE-2015-2435, CVE-2015-2455, CVE-2015-2456, CVE-2015-2463, CVE-2015-2464].

A remote user can bypass Address Space Layout Randomization (ASLR) security features on the target system [CVE-2015-2433].

A remote authenticated user can bypass security controls to gain elevated privileges on the target system [CVE-2015-2453, CVE-2015-2454, CVE-
2015-2465).

A remote user can create a specially crafted Office Graphics Library (OGL) font that, when loaded by the target user, will execute arbitrary code on the
target system [CVE-2015-2431].

Microsoft .NET Lets Remote Users
Gain Elevated Privileges

Several vulnerabilities were reported in the Belkin N300 Dual-Band Wi-Fi Range Extender. A remote authenticated user can execute arbitrary
Belkin N300 Dual-Band Wi-Fi Range commands on the target system.
Extender Flaw Lets Remote
Authenticated Users Execute Arbitrary
Commands on the Target System

Atemote authenticated user can send a specially crafted request to execute arbitrary commands on the target system.

The formUSBStorage, formWpsStart, formiNICWpsStart, ) )
formConnectionSetting requests are affected.

Windows Remote Desktop Protocol
(RDP) Flaws Let Remote Users
Impersonate Client Sessions and
Execute Arbitrary Code

user can cause the target application to crash. A remote user can modify files on the target system. A remote user can bypass security controls on the
target system. A remote user can obtain potentially sensitive information on the target system. A remote user can conduct cross-site scripting attacks.

Atemote user can create specially crafted content that, when loaded by the target user, will execute arbitrary code on the target system.
Some memory corruption erfors may occur [CVE-2015-4473, CVE-2015-4474].
A use-after-free may occur in the processing of audio via the Web Audio API during MediaStream playback [CVE-2015-4477].
Some integer and buffer overflows may occur when processing MPEG4 video [CVE-2015-4479, CVE-2015-4480, CVE-2015-4493].

Some buffer overflows may occur in the Libvpx library in the processing of WebM video [CVE-2015-4485, CVE-2015-4486].
Mozilla Firefox Multiple Flaws Let
Remote Users Execute Arbitrary Code,
Obtain Potentially Sensitive
Information, Bypass Security
Restrictions, and Conduct Cross-Site
Scripting Attacks

‘Some memory errors may occur [CVE-2015-4487, CVE-2015-4488, CVE-2015-4489].

A use-after-free memory error may occur in XMLHtpRequest:Open() in a SharedWorker [CVE-2015-4492].

A remote user can create a specially crafted MP3 audio file that, when loaded by the target user, will read portions of system memory [CVE-2015-
4475).
A remote user can redefine some non-configurable properties on JavaScript objects when parsing JSON to bypass same-origin policy [CVE-2015-
On Windows-based systems, a local user can trigger a hardlink race condition to cause the Mozilla Maintenance Service to write its log file to a

restricted location with an arbitrary file name. This can be exploited to gain elevated privileges on the target system [CVE-2015-4481].

A remote user can create a MAR file with a specially crafted name that, when opened, will trigger an out-of-bounds write and potentially execute
arbitrary code [CVE-2015-4482].

A remote user that can conduct a man-in-the-middle attack and modify a feed: protocol URL to cause the mixed content blocker to be disabled for that
page [CVE-2015-4483].

Adobe Flash Player Buffer Overflows
and Memory Corruption Errors Let
Remote Users Execute Arbitrary Code

A vulnerability was reported in Linux ping. A local user can cause denial of service conditions on the target system. A local user can obtain elevated
privileges on the target system.

Linux ping Use-After-Free Memory
Error Lets Local Users Deny Service
and Gain Elevated Privileges

A local user can make a SOCK_DGRAM socket system call for the IPPROTO_ICMP or IPPROTO_ICMPV6 protocols and then make a connect()
system call after a disconnect to trigger a use-after-free in the ping_unhash() function to execute arbitrary code or cause the system to crash.

Linux Kernel Bug in UDF Filesystem
Support Lets Local Users Cause Denial
of Service Conditions on the Target
System

Multiple vulnerabilities were reported in Microsoft Office. A remote user can cause arbitrary code to be executed on the target user's system. A remote
user can obtain potentially sensitive information on the target system.

A remote user can create a specially crafted file that, when loaded by the target user, will execute arbitrary code on the target system [CVE-2015-
1642, CVE-2015-2467, CVE-2015-2468, CVE-2015-2469, CVE-2015-2477].

Microsoft Office Multiple Flaws Let
Remote Users Execute Arbitrary Code
and Obtain Potentially Sensitive
Information

A remote user that can exploit a separate vulnerability in Internet Explorer running in Enhanced Protection Mode (EPM) can supply a specially crafted
command line parameter to Excel, Notepad, PowerPoint, Visio, or Word to view files at a medium integrity level [CVE-2015-2423].

Aremote user can create a specially crafted template that, when loaded by the target user, will execute arbitrary code on the target system [CVE-2015-|

A remote user can create a specially crafted file that, when loaded by the target user, will trigger an integer underflow and execute arbitrary code on
the target system [CVE-2015-2470]

Windows Server Message Block Flaw

in Error Logging Lets Remote
Authenticated Users Execute Arbitrary

Code on the Target System
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wo vulnerabilities were reported in Apache Subversion. A remote user can obtain potentially sensitive information on the target system.
A remote user can supply a specially crafted path value to exploit a flaw in mod_authz_svn to gain access to potentially sensitive information from an
ostensibly hidden repository [CVE-2015-3184].

Apache Subversion Bugs Let Remote S
Users Obtain Potentially Sensitive Repositories configured for anonymous read are affected.
Information [Editor's note: This vulnerability has been assigned CVE-2015-3185 for the Apache httpd.]

A remote authenticated user can exploit a flaw in svn_repos_trace_node_locations() to view path names that are ostensibly hidden by authz [CVE-
2015-3187].

Fortinet FortiGate/FortiOS MAC
Authentication Flaw Lets Remote

Users Modify Data on the Target
System

Published - Aug 7 2015
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Cautela Labs | 5080 N. 40th Street, Suite 300 | Phoenix, AZ 85018 | 800-997-8132

com | www. com

suppor

Page 2



