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Product Description Affected Ver. Other Information
A ility was reported in Cisco 10S. A remote authenticated user can case the target system to reload. Published - Oct 6 2015
CVE-2015-6263
(CELORT B[R el B EEE L A remote authenticated RADIUS server can return specially crafted RADIUS packets in response to the RADIUS client on the target device to cause CVSS - 6.9
Bug Lets Remote Authenticated Users the target device to reload. Version(s):15.4(3)M2.2 Vendor's Advisory Available at :
Cause the Target System to Reload cisco. i
The vendor has assigned bug ID CSCuu59324 to this vulnerability. sory/cisco-sa-20151005-ios-radius

Cisco VPN Client Weak ‘'vpnclient.ini'
File Permissions Lets Local Users Gain
Elevated Privileges
Multiple vulnerabilities were reported in Adobe Flash Player. A remote user can cause arbitrary code to be executed on the target user's Two

vulnerabilities were reported in Rails. A remote user can cause denial of service conditions on the target system. A remote user can conduct cross-site.
scripting attacks.

Published - September 22, 2015

R LU s | The ActiveSupport:SON.encode() method does ot properlyfiter HTML code from user-supplied inpu before displaying the input [CVE-2015-3226], CVE-2015-3226, CVE-2015-3227

A A remote user can cause arbitrary scripting code to be executed by the target user's browser. The code wil oiginate from the st running the Rails T Cvss-43
5 software and will run in the security context of that site. As a result, the code will be able to access the target user’s cookies (including authentication . Vendor's Advisory Available at
Scripting Attacks cookies), if any, associated with the site, access data recently submitted by the target user via web form to the site, or take actions on the site acting adobe. i

as the target user. Version 4.0.x is not affected. 23.html

Vector length corruptions may occur [CVE-2015-5568]. The impact was not specified.

Adobe Flash Player Multiple Bugs Let
Remote Users Bypass Same-Origin
Restrictions, Obtain Potentially
Sensitive Information, and Execute
Arbitrary Code

Two vulnerabilities were reported in Microsoft Office. A remote user can cause arbitrary code to be executed on the target user's system. A remote
user can conduct cross-site scripting attacks.

A remote user can create specially crafted content that, when loaded by the target user, will trigger a memory corruption error and execute arbitrary
code on the target user's system [CVE-2015-2555, CVE-2015-2557, CVE-2015-2558].

The software does not properly filter HTML code from user-supplied input before displaying the input [CVE-2015-6037]. A remote user can cause
arbitrary scripting code to be executed by the target user's browser. The code will run in the security context of an arbitrary site. As a result, the code
will be able to access the target user's cookies (including authentication cookies), if any, associated with the site, access data recently submitted by

the target user via web form to the site, or take actions on the site acting as the target user.
Microsoft Office Flaws Let Remote Version(s) : 2007, 2010, 2013, 2013

Published - Oct 13 2015
CVE-2015-2555, CVE-2015-2557, CVE-2015-2558, CVE-2015-|

Users Execute Arbitrary Code and The following Microsoft Office components are affected: RT, 2016; Office for Mac 2011, Office | Sl o -
Conduct Cross-Site Scripting Attacks 2016 for Mac 93 ’
S Microsoft Excel 2007, Microsoft Visio 2007 Vendors Advsory Avaiable at 10

Microsoft Excel 2010, Microsoft Visio 2010
Microsoft Excel 2013, Microsoft Excel 2013 RT
Microsoft Excel 2016
Microsoft Excel for Mac 2011
Microsoft Excel 2016 for Mac
Microsoft Excel Viewer, Microsoft Office Compatibility Pack
Microsoft Office Web Apps Server 2013

Adobe Acrobat/Reader Multiple Flaws
Let Remote Users Obtain Potentially
Sensitive Information, Execute
Arbitrary Code, and Bypass Security
Restrictions

Published - Oct 14 2015

IBM AIX Unspecified Flaw in netstat A vulnerability was reported in IBM AIX. A local user can obtain root privileges on the target system. 35520259-4943

Lets Local Users Obtain Root Version(s): 5.3,6.1, 7.1 . . "
Privileges Alocal user can exploit a flaw in netstat when the system has a fiber channel adapter to gain root privileges on the target system. vendor's Advsory Available at

sc

Windows Kernel Flaws Let Local Users
Gain System Privileges and Bypass
Windows Trusted Boot Policy

Published - Oct 14 2015
CVE-2015-5283

Linux Kernel SCTP Initialization Race Avulnerability was reported in the Linux kernel. A local user can cause denial of service conditions on the target system.
Condition Lets Local Users Cause Version(s): CvSS - 6.9
ST A S ek (1 | A local user can create SCTP sockets when the SCTP module is not loaded to trigger a null pointer dereference and cause the target system to crash. oaiors Aamry auatatielat

Target System http://patchwork.ozlabs.ora/patch/515996/

Juniper Junos ‘pam.conf’ Corruption

May Let Remote Users Access the
Target System with Root Privileges
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Multiple vulnerabilities were reported in Google Chrome. A remote user can cause arbitrary code to be executed on the target user's system. A remote
user can bypass security controls on the target system. A remote user can obtain potentially sensi information on the target system.

A remote user can create specially crafted content that, when loaded by the target user, will execute arbitrary code on the target user's system.
A use-after-free memory error may occur in PDFium [CVE-2015-6756].

A use-after-free memory error may occur in Service Worker [CVE-2015-6757].
Google Chrome Multiple Bugs Let
Remote Users Execute Arbitrary Code,
Bypass Security Restrictions, and
Obtain Potentially Sensitive
Information

A variable cast error may occur in PDFium [CVE-2015-6758].
An information leak may occur in Local Storage [CVE-2015-6759].
An error handling flaw may occur in libANGLE [CVE-2015-6760].
A memory corruption error may occur in FFmpeg [CVE-2015-6761].
A cross-origin bypass may occur in Blink [CVE-2015-6755].
A remote user can bypass cross-origin resource sharing (CORS) restrictions using specially crafted CSS fonts [CVE-2015-6762].

Various additional vulnerabilities exist [CVE-2015-6763].

Adobe Flash Player Type Confusion

Errors Let Remote Users Execute
Arbitrary Code
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Version: prior to 46.0.2490.71

Published - Oct 15 2015

CVE-2015-6755, CVE-2015-6756, CVE-2015-6757, CVE-2015-|
6758, CVE-2015-6759, CVE-2015-6760, CVE-2015-6761,

CVE-2015-6762, CVE-2015-6763

CVSS-5.0

Vendor's Advisory Available at
blogspot.

10/stable-

channel-update.html
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