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OpenSSH TTY Permissions Let Local
Users Cause Denial of Service
Conditions

Cisco ASA Input Validation Flaw in
DHCPV6 Relay Feature Lets Remote
Users Cause the Target System to
Crash

Cisco ASA DNS Response Packet
Processing Bug Lets Remote Users
Cause the Target System to Reload

Cisco ASA ISAKMP Processing Flaw
Lets Remote Users Cause the Target
System to Reload

phpMyAdmin Bug in Redirection
Mechanism Lets Remote Users Spoof
Content

Google Android Multiple Flaws Let

Remote Users Execute Arbitrary Code

and Applications Gain Elevated
Privileges

Oracle Supply Chain Products Suite
Bugs Let Remote Users Access and
Modify Data

Mozilla Firefox Multiple Flaws Let

Remote Users Execute Arbitrary Code,

Obtain Potentially Sensitive
Information, Bypass Security
Restrictions, and Conduct Cross-Site
Scripting Attacks

HP ArcSight SmartConnectors Default

Password and Lack of Certificate
Validation Let Remote Users Gain

Access to the Target System or Modify

Log Data

HP ArcSight Enterprise Security
Manager Unsafe File Permissions Let
Local Users Gain Elevated Privileges

HP ArcSight SmartConnectors Unsafe
File Permissions Let Local Users Gain

Elevated Privileges

Description

Affected Ver:

Other Information

A ility was reported in OpenSSH. A local user can cause denial of service conditions on the target system.

The system sets TTYs with world-writable permissions. A local user may be able to write arbitrary messages, including escape sequences, to other
users on the target system.

A vulnerability was reported in Cisco ASA. A remote user can cause the target system to reload.
A remote user can return a specially crafted DNS response packet to the target device to cause the target device to reload.
Systems configured in routed or transparent firewall mode and single or multiple context mode are affected.

Systems with at least one DNS server IP address confiqured under a DNS server aroup are affected

‘A wulnerability was reported in phpMyAdmin. A remote User can spoof content.

A temote user can invoke the redirection mechanism to spoof content when redirecting the target user to an external site.

Multiple vulnerabilities were reported in Oracle Supply Chain Products Suite. A remote user can access and modify data on the target system.
Aremote user can exploit a flaw in the Oracle Configurator Integration with PeopleSoft component to partially access data [CVE-2015-4848].
Atemote user can exploit a flaw in the Oracle Configurator OCI component to partially modify data [CVE-2015-4847].

Atemote authenticated user can exploit a flaw in the Oracle Agile PLM Security component to partially modify data [CVE-2015-4797, CVE-2015-
4824, CVE-2015-4892, CVE-2015-4917].

Two vulnerabilities were reported in HP ArcSight SmartConnectors. A remote user can access and modify log data. A remote user can gain access to

the target system.

The system does not properly validate the SSL certificate of the upstream Logger device [CVE-2015-2902]. A remote user with the ability to conduct a

man-in-the-middle attack can obtain or modify log data.

The system uses a default password that cannot be changed for the CWSAPI SOAP service. A remote user can use the password to access the
system with administrator privileges.

‘A wulnerability was reported in HP ArcSight SmartConnectors. A local user can obtain elevated privileges on the target system.

‘Some files executed by root-owned processes are owned by the "ArcSight” user. A local user can execute arbitrary commands on the target system
‘with root privileges.

HP ArcSiaht SmartConnectors are not vulnerable if installed as a non-root user.

Version(s):6.8, 6.9

Version(s):9.2(1)

Version(s) :4.4.0 to prior t0 4.4.15.1,
450

Version(s):

Version(s):prior to 7.1.6

Versionprior 0 7.1.4

Published - Oct 22 2015
CVE-2015-6565

CVSS-7.2

Vendor's Advisory Available at :
http:/www.openssh.com/txt/release-7.0

Published - Oct 21 2015
CVE-2015-6325

CVSS-7.2

Vendor's Advisory Available at

sory/cisco-sa-20151021-asa-dns1

Published - Oct 29 2015

CVE-2015-7873

CVSS-5.0

Vendor's Advisory Available at
httos://www.phomvadmin.net/securit/PMASA-2015-5/

Published - Oct 21 2015
CVE-2015-4797, CVE-2015-4824, CVE-2015-4847, CVE-2015-|
4848, CVE-2015-4892, CVE-2015-4917
CVSS - 6.0
Vendor's Advisory Available at
oracle.

2367953.html

Published - Nov 5 2015

CVE-2015-2902, CVE-2015-2903

CVSS-6.9

Vendor's Advisory Available at
ww2.h

pe.
play?docid=emr_na-c04850932

Published -Nov 5 2015
CVE-2015-6030

CVSS-7.2

Vendor's Advisory Available at

www2.hpe.
na-c04872416
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