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PRODUCT DESCRIPTION AFFECTED VERSIONS OTHER INFORMATION 

Cisco Small Business 220 Series 

Smart Plus 1.0.0.17 - 1.0.0.19 

Unauthorized SNMP Access 

Vulnerability

Cisco Small Business 220 Series Smart Plus versions 1.0.0.17 through 1.0.0.19 could allow a remote 

unauthorized attacker to access SNMP objects. This vulnerability is due to a default SNMP community 

string that is added during device installation and cannot be deleted.

Version(s): Cisco Small Business 

220 Series Smart Plus Switch 

1.0.0.19

Cisco Small Business 220 Series 

Smart Plus Switch 1.0.0.18

Cisco Small Business 220 Series 

Smart Plus Switch 1.0.0.17

Published -  August  31, 2016

CVE-2016-1473  

CVSS - 10.0

Vendor's Advisory  Available at : 

http:https://tools.cisco.com/security/center/content/CiscoSecurityAdv

isory/cisco-sa-20160831-sps3

Cisco WebEx Meetings Player 

T29.10 Remote Code Execution 

Vulnerability

Cisco WebEx Meetings Player T29.10, when WRF file support is enabled, allows remote attackers to 

execute arbitrary code via a crafted file, aka Bug ID CSCva09375.

Version(s):Cisco WebEx Meetings 

Player T29.10 

Published - August  31 ,2016

CVE-2016-1464                            

CVSS - 9.3

Vendor's Advisory Available at: 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor

y/cisco-sa-20160831-meetings-player 

Cisco Small Business SPA300, 

SPA500, SPA51x Series Remote 

Denial of Service Vulnerability

Cisco Small Business IP Phones from the series SPA300, SPA500, SPA51x running firmware release 

7.5.7(6) or earlier is prone to a denial-of-service vulnerability. A remote unauthenticated attacker could 

send malformed HTTP requests to an affected device and cause a denial-of-service condition.

Version(s): Cisco Small Business 

SPA51x IP Phones 7.5.7(6),Cisco 

Small Business SPA500 Series IP 

Phones 7.5.4 ,Cisco Small Business 

SPA500 Series IP Phones 7.5.3 

,Cisco Small Business SPA500 

Series IP Phones 7.5.1 ,Cisco Small 

Business SPA500 Series IP Phones 

7.4.8 ,Cisco Small Business SPA500 

Series IP Phones 7.4.7 ,Cisco Small 

Business SPA500 Series IP Phones 

7.4.6 ,Cisco Small Business SPA500 

Series IP Phones 7.4.4 ,Cisco Small 

Business SPA500 Series IP Phones 

7.4.3 ,Cisco Small Business SPA500 

Series IP Phones 7.5.7(6),Cisco 

Small Business SPA500 Series IP 

Phones 7.5.5,Cisco Small Business 

SPA500 Series IP Phones 

7.5.2b,Cisco Small Business 

SPA500 Series IP Phones 7.5,Cisco 

Small Business SPA500 Series IP 

Phones 7.4.9c, Cisco Small 

Business SPA500 Series IP Phones 

7.4.9a,Cisco Small Business 

SPA500 Series IP Phones 

7.4.8a,Cisco Small Business 

SPA500 Series IP Phones 7.4,Cisco 

Small Business SPA500 Series 

Published - August  31, 2016

CVE-CVE-2016-1469

CVSS - 7.8

Vendor's Advisory  Available at: 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisor

y/cisco-sa-20160831-spa 

Linux Kernel in Qualcomm 

Innovation Center Android for 

MSM, Firefox OS for MSM and 

QRD Android Remote DoS 

Vulnerability

Multiple integer overflows in the MDSS driver for the Linux kernel 3.x, as used in Qualcomm Innovation 

Center (QuIC) Android contributions for MSM devices and other products, allow attackers to cause a 

denial of service or possibly have unspecified other impact via a large size value, related to 

mdss_compat_utils.c, mdss_fb.c, and mdss_rotator.c.

Version(s) :  All Android releases 

from CAF using the following heads:

KitKat

Lollipop

Marshmallow

Published -  August  30,2016

CVE-2016-5344

CVSS - 10.0                                                                                                                                  

The vendor's advisory is available at: 

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-5344 

PHP 7.0 before 7.0.10 Remote 

Code Execution in 

ext/curl/interface.c

Buffer overflow in ext/curl/interface.c in PHP 7.0 before 7.0.10 allows remote attackers to execute 

arbitrary code via unspecified vectors.

Version(s) : PHP PHP 7.0.5 

PHP PHP 7.0.3 

PHP PHP 7.0.9

PHP PHP 7.0.8

PHP PHP 7.0.7

PHP PHP 7.0.6

PHP PHP 7.0.4

PHP PHP 7.0.2

PHP PHP 7.0.1

PHP PHP 7.0

Published - September 09,2016

CVE-CVE-2016-7134

CVSS - 7.5

Vendor's Advisory  Available at

http://www.securityfocus.com/bid/92766 

PHP 7.0 before 7.0.10 Remote 

Code Execution in php-

src/main/fopen_wrappers.c

Integer overflow in php_check_specific_open_basedir function in php-src/main/fopen_wrappers.c in PHP 

7.0 before 7.0.10 allows remote attackers to execute arbitrary code via unspecified vectors.

Version(s) :  PHP PHP 7.0.5 

PHP PHP 7.0.3 

PHP PHP 7.0 

PHP PHP 7.0.9

PHP PHP 7.0.8

PHP PHP 7.0.7

PHP PHP 7.0.6

PHP PHP 7.0.4

PHP PHP 7.0.2

PHP PHP 7.0.1

Published - September  09,2016  

CVE-2016-7133

CVSS - 7.5

The vendor's advisory is available at: 

http://www.securityfocus.com/bid/92765

PHP 5.0 before 5.6.25 and 7.0 

before 7.0.10 Remote Code 

Execution due to a Flaw in 

__wakeup Function

PHP 5.0 before 5.6.25 and 7.0 before 7.0.10 allows remote attackers to execute arbitrary code in the 

deserialization process due to a flaw in the __wakeup function.

Version(s):PHP PHP 7.0.5, 7.0.3, 

7.0 ,5.6.22, 5.6.21, 5.6.20 ,5.6.19 

 5.6.18 ,5.6.17 ,5.6.13 ,5.6.12 

,5.6.11 ,5.6.5 ,5.6.4 , 5.6.1 ,5.6 

,7.0.9,7.0.8,7.0.7,7.0.6,7.0.4,7.0.2,7.

0.1,5.6.9,5.6.8, 

5.6.7,5.6.6,5.6.3,5.6.24,5.6.23,5.6.2,

5.6.14,5.6.10

Published - September  09,2016

CVE-2016-7124

CVSS - 7.5

Vendor's Advisory  Available at

http://www.securityfocus.com/bid/92756         

PHP 5.0 before 5.6.25 and 7.0 

before 7.0.10 Remote Unspecified 

Vulnerability in the Select Colors 

Function

Out-of-bounds write in the select colors function in PHP 5.0 before 5.6.25 and 7.0 before 7.0.10 allows 

remote attackers to have an unspecified impact. This issue exists due to improper definitions of the 

colors and colors Wanted type parameters.

Version(s) :PHP PHP 7.0.5, 7.0.3, 

7.0 ,5.6.22, 5.6.21, 5.6.20 ,5.6.19 

 5.6.18 ,5.6.17 ,5.6.13 ,5.6.12 

,5.6.11 ,5.6.5 ,5.6.4 , 5.6.1 ,5.6 

,7.0.9,7.0.8,7.0.7,7.0.6,7.0.4,7.0.2,7.

0.1,5.6.9,5.6.8, 

5.6.7,5.6.6,5.6.3,5.6.24,5.6.23,5.6.2,

5.6.14,5.6.10

Published - September  09,2016

CVE-2016-7126

CVSS - 7.5

Vendor's Advisory  Available at

http://www.securityfocus.com/bid/92755

PHP <5.6.25 and 7.x before 

7.0.10 Remote DoS or Other 

Impact in ext/gd/gd.c

The imagegammacorrect function in ext/gd/gd.c in PHP before 5.6.25 and 7.x before 7.0.10 does not 

properly validate gamma values, which allows remote attackers to cause a denial of service (out-of-

bounds write) or possibly have unspecified other impact by providing different signs for the second and 

third arguments.

Version(s):PHP PHP 7.0.5, 7.0.3, 

7.0 ,5.6.22, 5.6.21, 5.6.20 ,5.6.19 

 5.6.18 ,5.6.17 ,5.6.13 ,5.6.12 

,5.6.11 ,5.6.5 ,5.6.4 , 5.6.1 ,5.6 

,7.0.9,7.0.8,7.0.7,7.0.6,7.0.4,7.0.2,7.

0.1,5.6.9,5.6.8, 

5.6.7,5.6.6,5.6.3,5.6.24,5.6.23,5.6.2,

5.6.14,5.6.10

Published - September09,  2016

CVE-2016-7127

CVSS - 7.5

Vendor's Advisory  Available :       

http://www.securityfocus.com/bid/92757                                                                                                                                     

PHP 5.0 before 5.6.25 and 7.0 

before 7.0.10 Remote DoS or 

Other Impact due to a Flaw in 

Wddx_deserialize Function 

PHP 5.0 before 5.6.25 and 7.0 before 7.0.10 allows remote attackers to cause a denial of service 

(segmentation fault) or possibly have unspecified other impact via an invalid ISO 8601 time value, as 

demonstrated by a wddx_deserialize call that mishandles a date Time element in a wddxPacket XML 

document.

Version(s): PHP PHP 7.0.5, 7.0.3, 

7.0 ,5.6.22, 5.6.21, 5.6.20 ,5.6.19 

 5.6.18 ,5.6.17 ,5.6.13 ,5.6.12 

,5.6.11 ,5.6.5 ,5.6.4 , 5.6.1 ,5.6 

,7.0.9,7.0.8,7.0.7,7.0.6,7.0.4,7.0.2,7.

0.1,5.6.9,5.6.8, 

5.6.7,5.6.6,5.6.3,5.6.24,5.6.23,5.6.2,

5.6.14,5.6.10

Published - September  09,2016

CVE-2016-7129

CVSS -7.5

Vendor's Advisory  Available at: 

http://www.securityfocus.com/bid/92758 

Apple MAC OS X <10.10.5 and 

Mac OS X <10.11.6 Remote 

Code Execution or DoS due to 

Kernel Memory Corruption 

The kernel in AppleMac OS X before 10.10.5 (Yosemite) and Apple Max OS X before  10.11.6 (El 

Capitan) allows attackers to execute arbitrary code in a privileged context.

Version(s): kernel in Apple iOS  9.3.5 

and previous versions

Published - September 01,2016

CVE-2016-4656

CVSS - 9.3

Vendor's Advisory Available: hhttps://support.apple.com/en-

il/HT207130
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Apple Mac OS X 10.11 through 

10.11.2 Remote Code Execution 

via a Crafted Package

Apple Mac OS X 10.11 through 10.11.2 allows remote attackers to execute arbitrary code via a crafted 

package. This issue exists due to an insufficient fix of CVE-2015-7038 and CVE-2015-7039. 

Version(s): Apple watchOS 2.0.1 

,1.0.1 ,2.1, 2.0, 1.0

Apple tvOS 9.1

Apple tvOS 9.0

Apple TV 0

Apple Mac Os X 10.11.2 

Apple Mac Os X 10.11.1 

Apple Mac Os X Security Update 

2015

Apple Mac Os X 10.11

Apple iPod Touch 0

Apple iPhone 0

Apple iPad 0

Apple iOS 9.0.2 ,9.0.1 ,8.4.1 ,7.0.6 

,7.0.3 ,7.0.2 ,7.0.1 ,6.3.1 ,6.1.6 , 

6.1.4 ,6.1.3 ,4.2.1, 4.0.2 ,4.0.1 ,3.2.2 

,3.2.1 

,9.2,9.1,9,8.4,8.3,8.2,8.1.3,8.1.2,8.1.

1,8.1,7.1.2,7.1.1,7.1,7.0.4,7, 

6.1,6.0.2,6.0.1,6,5.1.1,5.1,5.0.1,5, 

4.3.5, 4.3.4, 4.3.3, 4.3.2, 4.3.1, 4.3, 

4.2.9, 4.2.8, 4.2.7, 4.2.6, 4.2.5, 

4.2.10, 4.2, 4.1, 4, 3.2, 3.1, 3.0,2.1, 

2.0

Published -August  09,2016

SBV-62592

CVSS - 9.3

Vendor's Advisory Available: 

http://www.securityfocus.com/bid/92663
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